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Learning objectives

Attendees should be able to describe:
• different IRS online/offline scams
• various tools/techniques to extract metadata from

files (text, PDF, images)
• open-source tools to visualize data
• techniques to reveal relationships within data
• ways to detect/mitigate offline phishing scams



What is PIPDS?
• PIPDS preserves and enhances public confidence of the IRS by

advocating for the protection and proper use of identity
information

• Established July 2007, PIPDS ensures security of IRS systems
and proper protection of personal information

• Two main offices deliver four main programs
– PIP (Privacy and Information Protection)

• Privacy (UNAX, SSN E/R, PIAs)
• Identity Protection
• Incident Management

– OFDP (Online Fraud Detection & Prevention)
• Promote protecting information through education and

awareness



Who am I?

• Started IT career in GSM fraud
• Worked in subpoena

compliance/internet abuse/customer
router security at UUNet

• Worked as analyst/security engineer at
US-CERT for several years

• Joined IRS Online Fraud in 2009



What is OFDP’s mission?

“To reduce online fraud against the IRS
and taxpayers working closely with
public, private and international
stakeholders.”



What do we investigate?
• Falsely purport to be the IRS
• Falsely purport to be an authorized agent or partner

of the IRS
• Falsely assert to conduct business on behalf of the

IRS
• Falsely claim to be an authorized Electronic Return

Originator (ERO) for the purposes of fraudulently
obtaining tax return information, and/or

• Unlawfully display or misuse IRS logos in violation of
Title 31, United States Code, Section 333 (Prohibition
of misuse of Department of the Treasury names,
symbols, etc.)



Why?

• The manner in which the IRS handles
phishing is a key factor in the continued
success of e-Gov initiatives

• As the IRS continues to modernize its
infrastructure any loss of taxpayer
confidence undermines this strategy
and its investments



IRS Scams in 10 minutes



OFDP Responsibilities

Online scams (“occurs entirely online”)
• Phishing websites
• Fraudulent efile/unauthorized efile
• Misrepresentation online (e.g., Facebook)

Offline scams (“online receipt, offline response”)
• Vishing (voice + phishing)
• Email (Stock*, “Funds Transfer”, Lottery)





Phishing
• Primary focus of OFDP (phishing@irs.gov)
• Fake IRS websites advertised through emails that

include malicious URLs or attachments
• Phishtank listed IRS as #2 most targeted brand in

Feb 2010, second only to Paypal
• Most technically challenging
• Beginning in September 2009 and into 2010 a large-

scale, botnet-driven malware campaign
(Avalanche/Zeus) targeted the IRS as well as others
– 2005-2008 ~4000 incidents, 2009 ~5000 incidents (~4100

botnet-related)









Fraudulent/unauthorized e-file

• Sites that appear to be legitimate efile
sites that harvest credentials

• File victim’s return then collect their
refund

• All but eliminated in 2009 after
introduction of EV SSL certificates





Misrepresentation

• Companies that display an efile logo
that are not registered efilers

• Group pages created on Facebook
purporting to be affiliated with the IRS





Vishing

• Seen since at least 2002
• ~10-15 month
• W-8BEN most popular fake IRS form
• Predominantly one telco is used
• Recipients often OCONUS but telco

providers in US
• Have observed other agencies being

used





Email

• Began with attempt to track scams using the
Treasury Secretary (Geithner)
– Evolved into any scam using email addresses

linked to the IRS/Treasury
• ~20 to 30 a month
• Bulk of email scams simple spam but also

track emails from stock and vishing scams
• Intl. phone numbers prefixes usually can give

you an idea of where scam originates
• Have observed other agencies being used





Stock

• Elaborate scams involving telephone calls,
emails, fake websites, mirrored content, fake
documents

• Likely boiler-room operation operated
overseas

• ~10% of all vishing numbers investigated
• High loss ratio ($2K - $200K)
• Almost exclusively foreign victims
• Have observed other agencies being used



Stock scam (documents)

Fake IRS
documents
using same
IRS “officer”



Stock scam website (swap)
REAL FAKE



Stock scam website (replace)
REAL FAKE



Stock scam clones

Clone #1
Clone #2

Original scam site



”Funds Transfer”/Lottery

• Basic advance fee scam
• <5% of incidents
• Mostly conducted via email (spam) but

in some cases tailored to individual
• Have observed other agencies being

used



Funds Transfer



Lottery



End result the same …

• OFDP contacts {registrar, registrant,
hosting provider, carrier}
– Domain de-registered
– Content removed
– Email address suspended
– Fax number disabled



Offline phishing



Why do they fax?

• no extra telephone line required for the fax
• paperless communication, integrated with

email
• send and receive multiple faxes

simultaneously
• reduction in phone costs
• ability to receive and send faxes from any

location that has Internet access
[Source: Wikipedia]



How do they do it?

• Send out spam listing a fax number or send a
direct fax

• Use free email accounts to send out fake IRS
forms
– Even if account is disabled it served its purpose;

response doesn’t go back to same email
• Use free fax services to receive faxes
• Free fax services can forward the fax to

same/diff email account



Vishing - Email

• Most commonly received as an attachment to
an email

• Sometimes multiple fax #s are provided or a
fax # and an email

• Multiple forms used but follow same basic
format

• Metadata often available
• Sometimes they change the numbers in the

email but not in the actual document



Vishing (email)



Vishing (attachment)
Form W-
4100B2 is
very similar to
W8-BEN form



Vishing - Direct fax

Three fax numbers

Fax header
- # faxed from
- can identify
visher’s name
and/or FoIP
provider

Person referenced



Email vs. Direct Fax



Form W-8BEN (direct fax)
REAL FAKE



OFDP Response
• Disabled ~250 numbers

in 18 months
• Crafted an IRS audio

landing page (FTC) to
educate potential
victims

• Worked with APWG on
consumer fax initiative
and coversheet

• Engaged community
partners (US-CERT,
APWG, CFCA, NCFTA)



Examining metadata



Metadata
• “data about data”
• Embedded within documents and images

– Text, PDF, Microsoft Office, Images, Flash
• Documents

– Author, “Last saved by”, Company
• Images

– date/time, geolocation, camera make/model (EXIF)
• Flash

– text, images, sound

• Even if absent can be created
• Goal should be to identify/record metadata then

analyze to group similar incidents



Documents

• Comparison
– Unix utilities

• cmp,diff
– Issue with traditional hashes

• ssdeep (“fuzzy hashing”)

• Extraction
– exiftool (PDF/DOC)
– read_open_xml.pl (DOCX)



Comparison (md5)

$ md5 document1
MD5 (document1) =

37c4b87edffc5d198ff5a185cee7ee09

$ md5 document2
MD5 (document2) =

8fb7f402f89bbdb2ee5b2f28d5673038



Comparison (cmp & diff)
• Standard Unix utilities

The quick brown fox jumps over the lazy dog (document1)
The quick red fox jumps over the lazy dog (document2)

$ cmp -b document1 document2
document1 document2 differ: byte 11, line 1 is 142 b 162 r

$ diff document1 document2
1c1
< The quick brown fox jumped over the lazy dog
---
> The quick red fox jumped over the lazy dog



Comparison (ssdeep)
# ssdeep -lpva original.doc rev2.doc
rev3.doc rev4.doc rev5.doc
rev6.doc rev7.doc rev8.doc
rev9.doc rev10.doc ssdeep_test.doc
ssdeep_test_rev.doc ssdeep_fw8ben.pdf
original.doc matches rev2.doc (80)
original.doc matches rev3.doc (80)
original.doc matches rev4.doc (79)
original.doc matches rev5.doc (80)
original.doc matches rev6.doc (83)
original.doc matches rev7.doc (77)
original.doc matches rev8.doc (79)
original.doc matches rev9.doc (79)
original.doc matches rev10.doc (79)
original.doc matches ssdeep_test.doc (0)
original.doc matches ssdeep_test_rev.doc (0)
original.doc matches ssdeep_fw8ben.pdf (0)

Documents
with slight
changes show
high similarity
(~80%)

Legitimate form
is not similar



exiftool
$ exiftool FORM\ W-8BEN.doc
ExifTool Version Number         : 7.69
File Name                       : FORM W-8BEN.doc
File Size                       : 51 kB
File Modification Date/Time     : 2010:01:03 13:26:32-06:00
File Type                       : DOC
MIME Type                       : application/msword
Title                           : FORM W-8BEN (NRA Recertification)
Author                          : ALPHA
Template                        : Normal
Last Saved By                   : BRAVO
Revision Number                 : 23
Software                        : Microsoft Office Word
Total Edit Time                 : 1.0 days
Last Printed                    : 2006:09:05 15:54:00
Create Date                     : 2009:07:09 11:50:00
Modify Date                     : 2009:12:29 16:11:00
Page Count                      : 1
Word Count                      : 717
Char Count                      : 4088
Code Page                       : 1252
Company                         : CHARLIE
Lines                           : 34
Paragraphs                      : 9
Char Count With Spaces          : 4796
…

When did this actor(s)
begin their campaign?

When was this particular
fax number used?

How many times has
this scam been run
(i.e., fax number was
changed)?

When did this scam
potentially begin?



read_open_xml

• docx format
• zip achive

containing XML and
binaries

$ read_open_xml.pl US\ ORIGINAL.docx
…
This is a word document

--------------------------------------------------------------------------
Application Metadata
--------------------------------------------------------------------------

…
TitlesOfParts = CHARLIE
Company = CHARLIE

--------------------------------------------------------------------------
File Metadata
--------------------------------------------------------------------------

title = CHARLIE
creator = ALPHA
description = ALT-F11 says it's groovie!
lastModifiedBy = BRAVO
revision = 5
lastPrinted = 2009-10-25T23:02:00Z
created (xsi:type = dcterms:W3CDTF) = 2010-03-07T18:33:00Z
modified (xsi:type = dcterms:W3CDTF) = 2010-03-09T19:48:00Z



PDF

• “merely converting an MS Word
document to PDF does not remove all
metadata automatically” (NSA)

• various tools exist for both analyzing
suspicious PDFs (malware) and for
extracting metadata

• tools
– pdfinfo, pdftk, pdfid, pdf-parser



pdfinfo
$ pdfinfo irs\ form-1.pdf
Title:          Microsoft Word - irs form-1
Author:         ALPHA
Creator:        PScript5.dll Version 5.2
Producer:       GPL Ghostscript 8.64
CreationDate:   Wed Mar 10 15:38:08 2010
ModDate:        Wed Mar 10 15:38:08 2010
Tagged:         no
Pages:          1
Encrypted:      no
Page size:      612 x 792 pts (letter)
File size:      37973 bytes
Optimized:      no
PDF version:    1.3



pdftk
$pdftk irs\ form-1.pdf dump_data output report.txt
InfoKey: Creator
InfoValue: PScript5.dll Version 5.2
InfoKey: Title
InfoValue: Microsoft Word - irs form-1
InfoKey: Author
InfoValue: ALPHA
InfoKey: Producer
InfoValue: GPL Ghostscript 8.64
InfoKey: ModDate
InfoValue: D:20100310153808-05'00'
InfoKey: CreationDate
InfoValue: D:20100310153808-05'00'
PdfID0: d92a6bd4a756f3546384084cc68d130
PdfID1: d92a6bd4a756f3546384084cc68d130
NumberOfPages: 1



pdfid
$ pdfid.py irs\ letter-2.pdf
PDFiD 0.0.9 irs letter-2.pdf
 PDF Header: %PDF-1.3
 obj                   31
 endobj                31
 stream                 9
 endstream              9
 xref                   1
 trailer                1
 startxref              1
 /Page                  1
 /Encrypt               0
 /ObjStm                0
 /JS                    0
 /JavaScript            0
 /AA                    0
 /OpenAction            0
 /AcroForm              0
 /JBIG2Decode           0
 /RichMedia             0
 /Colors > 2^24         0



pdf-parser
$ pdf-parser.py irs\ letter-2.pdf | grep Author
 [(1, '\n'), (2, '<<'), (2, '/Producer'), (2, '('), (3, 'GPL'), (1, ' '), (3,

'Ghostscript'), (1, ' '), (3, '8.64'), (2, ')'), (1, '\n'), (2, '/CreationDate'), (2,
'('), (3, "D:20100310153954-05'00'"), (2, ')'), (1, '\n'), (2, '/ModDate'), (2,
'('), (3, "D:20100310153954-05'00'"), (2, ')'), (1, '\n'), (2, '/Title'), (2, '('),
(3, 'Microsoft'), (1, ' '), (3, 'Word'), (1, ' '), (3, '-'), (1, ' '), (3, 'irs'), (1, ' '),
(3, 'letter-2'), (2, ')'), (1, '\n'), (2, '/Creator'), (2, '('), (3, 'PScript5.dll'), (1, '
'), (3, 'Version'), (1, ' '), (3, '5.2'), (2, ')'), (1, '\n'), (2, '/Author'), (2, '('), (3,
‘ALPHA’), (2, ')'), (2, '>>')]

   /Author (ALPHA)



Images

• EXIF - Extensible Image Format
• Extraction

– Exifviewer
– Exifprobe

• Comparison
– ImageMagick (PerlMagick)

• compare



Comparison (compare)

• Metadata “creation”
– If an artifact (DOC, PDF, scanned

document) is not an image, make one
• Word to PDF, PDF to Tiff, Tiff to JPEG

• Analyze differences
– ImageMagick (PerlMagick) libraries

• compare utility











Flash

Extraction
• F/OSS

– flare
– flasm
– swftools (swfdump, swfstrings, swfextract)

• COTS
– FileJuicer



flare
movie 'main.swf' {
// flash 8, total frames: 304, frame rate: 30 fps, 980x745 px,

compressed

  movieClip 1
__Packages.tm.freshComponents.forms.formItems.FormItemsF
actory {

  }

  movieClip 2
__Packages.tm.freshComponents.forms.formItems.RadiobuttonI
tem {

  }



flasm
./flasm -d main.swf | head
movie 'main.swf' compressed // flash 8, total frames: 304, frame

rate: 30 fps, 980x745 px

  defineMovieClip 1 // total frames: 1
  end // of defineMovieClip 1

  exportAssets
    1 as

'__Packages.tm.freshComponents.forms.formItems.FormItemsF
actory'

  end // of exportAssets



swftools (swfdump)
./swfdump main.swf | head
[HEADER]        File version: 8
[HEADER]        File is zlib compressed. Ratio: 90%
[HEADER]        File size: 4658353
[HEADER]        Frame rate: 30.000000
[HEADER]        Frame count: 304
[HEADER]        Movie width: 980.00
[HEADER]        Movie height: 745.00
[045]         4 FILEATTRIBUTES
[009]         3 SETBACKGROUNDCOLOR (ff/ff/ff)
[027]         4 DEFINESPRITE defines id 0001



swftools (swfstrings)

./swfstrings main.swf
Fusce laoreet leo vel sapien. Duis elementum leo ac
metus. Sed ullamcorper elit eu sem. Proin vitae lorem.
Nam eget enim ut erat varius egestas. leo, vestibulum
nec, vestibulum id, nonummy. Sed mauris. Proin enim.
Lorem ipsum dolor sit amet adipiscing elit.



swftools (swfextract)
./swfextract main.swf -i
Objects in file main.swf:
 [-i] 95 Shapes: ID(s) 61, … 402
 [-i] 137 MovieClips: ID(s) 1-54, … 404
 [-j] 64 JPEGs: ID(s) 60, … 395
 [-p] 7 PNGs: ID(s) 77, … 401
 [-s] 8 Sounds: ID(s) 59, … 405
 [-F] 10 Fonts: ID(s) 55, … 253
 [-f] 1 Frame: ID(s) 0
 [-m] 1 MP3 Soundstream

./swfextract main.swf -j 92 -o
test.swf



Visualization



Visualization

• visual information seeking mantra
(VISM)
– overview, zoom & filter, details of demand

• analysis examples
• file manipulation times (gnuplot)
• levenshtein distance (afterglow)
• revision number (gnuplot/afterglow)



gnuplot

• open source graphing tool
• ability to graph multiple datasets on

same graph, in 2D or 3D
• can plot large datasets easily
• easily scripted (python, perl)



afterglow

• open source software
• latest version 1.6
• creates (semantic, relationship, event) graphs,

network maps, link maps
• capabilities

– node filtering based on node name, frequency or
occurrence, and fan out

– coloring of nodes and edges
– sizing and assigning a shape to nodes
– aggregation of nodes



afterglow syntax

cat file.csv | perl afterglow.pl | neato -Tgif  -o file.gif



What would you rather look at?
00:41:14.900160 IP 192.168.1.72 > 8.8.8.8: ICMP

echo request, id 55251, seq 0, length 64
00:41:14.952747 IP 8.8.8.8 > 192.168.1.72: ICMP

echo reply, id 55251, seq 0, length 64
00:41:15.900238 IP 192.168.1.72 > 8.8.8.8: ICMP

echo request, id 55251, seq 1, length 64
00:41:15.952395 IP 8.8.8.8 > 192.168.1.72: ICMP

echo reply, id 55251, seq 1, length 64
00:41:16.900307 IP 192.168.1.72 > 8.8.8.8: ICMP

echo request, id 55251, seq 2, length 64
00:41:16.952026 IP 8.8.8.8 > 192.168.1.72: ICMP

echo reply, id 55251, seq 2, length 64
00:41:17.900375 IP 192.168.1.72 > 8.8.8.8: ICMP

echo request, id 55251, seq 3, length 64
00:41:17.952680 IP 8.8.8.8 > 192.168.1.72: ICMP

echo reply, id 55251, seq 3, length 64
00:41:18.900457 IP 192.168.1.72 > 8.8.8.8: ICMP

echo request, id 55251, seq 4, length 64
00:41:18.952355 IP 8.8.8.8 > 192.168.1.72: ICMP

echo reply, id 55251, seq 4, length 64
00:41:19.900540 IP 192.168.1.72 > 8.8.8.8: ICMP

echo request, id 55251, seq 5, length 64



afterglow cmd line options

• “-a” - opsec
• “-d” - print node count
• “-t” - two-node mode
• “-f” - source fan out threshold
• “-e” - change edge length
• “-n” - suppress nodes (readability)



afterglow output options

fdp

sfdp twopi

neato

circo













two-node (-t) mode

• Default is three node (source, event, target)
• “-t” skips event (source, target)



filter by source



Numbers

Telcos











change edge length …













color.properties



color.properties

• afterglow configuration file
• Reads like firewall rules (“first match wins”)
• Adjust various aspects of the graph:

– Color
• Highlight specific nodes
• Grey-out nodes
• Isolate particular nodes
• Remove nodes

– Size/Shape
– Variables



color



1 telco, 2 #s
re-activated









size/shape



size/shape

• Helps highlight areas of interest
• Size determined by # connections

– Last Saved By (Source) [red]
– Person Referenced (Event) [orange]
– Telco (Target) [green]



Removed label
- label.source=0

“Telco”

Last Saved By
Person referenced (A.K.A.)

Telco



“Last Saved By”

Last Saved By
Person referenced (A.K.A.)

Telco



“Person referenced”
- found in document

Last Saved By
Person referenced (A.K.A.)

Telco



variables

• Built-in support for arrays (or lists)
• Examples

– Data vs Voice
• Line type

– IRS vs Treasury
• Brand

– Delivery method and scam type by telco
• Who, how, and what did they send



Data vs. Voice

“line type”





IRS vs. Treasury

“brand”





Delivery method and scam
type by telco

“Who, how, and what did they
send”



Email
Direct Fax

Telco

Telephone



Email
Direct Fax

Telco

Telephone



#1 scam
- W8-BEN
- fax and email

# 2 scam
- W-4100B2
- mostly email

1 telco
- social eng

re-activated #’s
- stock scams

Email
Direct Fax

Telco
Telephone



Analysis



stock scams



The Process

• Analyze brokerage website and
metadata provided by victims

• Google unique strings (e.g., team bios,
board members, etc) from fake site
– Identify other clones
– Identify indirect victim, the legitimate firm

(i.e., the “re-skinned” website)

GOAL: determine if the stock firms share some commonality



Two firms
share same
number

Stock firm
Metadata “Author”

Number



Initial Findings

• Extracted metadata from stock scams
didn’t yield much, expanded search

• Observed the destination of the wire
transfers terminated in Philippines

• Observed similar emails and numbers
across different scams



Stock firm
Person referenced

Number

Same name
used in
different scams

~20 different
firms identified



Results

• Responded to victims to file complaints
with FTC

• Contacted FBI, SEC, and TIGTA
• 2/3 of existing stock scams point back

to Philippines



gnuplot example

“visualization of extracted
metadata (file manipulation

date/times)”



The Process

• perform historical analysis of time-
series data

• plot different fields (Last Printed, Create
Date, Modify Date)

• query RDBMS for that period

GOAL: determine if the numbers share some commonality





10
documents
with the
same
Create Date



Results

• query database for that “Create Date”
• 10 numbers involving four carriers
• mixture of toll/toll-free numbers
• same “Last Saved By” in all incidents
• modify date positively correlates to

revision number
– as carriers disable numbers he/she edits

document and sends out new one



afterglow example

“visualization of email accounts
using levenshtein distance”



Levenshtein distance

• edit distance (what is
added/changed/removed) between two
strings
– “apple” -> “zebra” (edit distance = 5)
– “apple” -> “apples” (edit distance = 1)

• applications
– determine if a new email account closely

resembles existing email accounts



The Process

1. build a hash of
existing email
accounts with their
lev. score

2. iterate through
hash to find
matches <=
(string_len/2)

3. visualize

TARGET EMAIL ACCT
ustreasurydept2009

SAMPLE LEV DIST HASH
irs_offshore_dept25 => 13
ustreasurydepatment => 5
irs.usa => 16
ustreasurydept => 4

GOAL: find low lev dist matches



email account

lev dist score

groups of email
accounts that
share same lev
dist



nodes with lev
dist greater
than 5 have
been removed

closest
match, dist =
0, observed
before

close match,
dist = 4

closer match,
dist = 3,



Results

• Bulk of stock scams use similar email
accounts
– irs_help@
– irs.govt.treasury@
– irs_help.treasury@
– treasury.help_irs@



gnuplot/afterglow example

“gnuplot visualization of revision
number and afterglow

visualization of metadata”



The Process

• extract “Revision Number” from
database, plot using gnuplot

• look for clusters, outliers, patterns
• visualize the metadata using afterglow

GOAL: identify serial offenders



“clustering” - successive edits

high # of
revisions
(298) = serial
offender



Three different
“Last Saved By”
users all using
same alias

Last Saved By
Person referenced” (A.K.A.)

Telco



Initial Findings

• queried database for “Last Saved By”
actor

• was able to show from metadata that
they edit the document then resend
(i.e., Revision Number increases)

• identified an alias
– uses email as preferred delivery method
– uses W8-BEN and W-4100B2 forms



Last Saved By
Person referenced” (A.K.A.)

Telco

“298”



“298”

Last Saved By
Person referenced” (A.K.A.)

Telco



Last Saved By
Person referenced” (A.K.A.)

Telco



Last Saved By
Person referenced” (A.K.A.)

Telco



“David
Smith”
appears in
80+
incidents
(fax/email)

Last Saved By
Person referenced” (A.K.A.)

Telco



Last Saved By
Person referenced” (A.K.A.)

Telco



Results

• At least 50% of all vishing incidents can
be attributed to these actors based on
the metadata and aliases provided

• Linking and grouping actors has
allowed OFDP to assist criminal
investigations



Lessons learned
• Phishers re-activate fax numbers (e.g., stock)
• W8-BEN remains most popular scam
• Same phisher will use different telcos
• A few telcos see majority of incidents
• Re-use of “person referenced” (alias) suggests

shared documents/methods/groups
• Data > voice; IRS > Treasury; email > direct fax
• Majority of vishing scams disabled within 24 hours

(some < 12) but some take weeks
• Phishers receive faxes directly to their email which

might or might not be stored on provider’s network
• Direct faxes present a reporting problem



Recommendations (GFIRST)
• Send IRS-related phishing to phishing@irs.gov
• Mine public resources (Phishtank, Google Alerts)
• Track incidents and associated metadata if available
• Visualize metadata to reveal hidden relationships and/or groups
• Develop carriers, registrars and email service providers contacts

– Disable phishers’ telephone(s), domains, and email addresses
– Craft an audio landing page and/or a faxback coversheet

• Leverage LE resources (US-CERT, LEAP, IC3, SMS800,
NCFTA, FTC Sentinel)

• Partner with the antiphishing organizations (APWG), telco
(CFCA), financial communities

• Direct individuals to:
• http://www.ftccomplaintassistant.gov
• http://www.econsumer.gov



Contribute to the community

• Phishtank (OpenDNS and Live Feed)
• Anti-phishing Working Group

(http://www.apwg.org)
• Visual Analytics Group (LinkedIn)
• SecViz (http://www.secviz.org)
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Questions?


